FISTB 2017 Tutorial

REST API Testing and Automating Tutorial

Alan Richardson

" a mix of presentation, demos, discussion and hands on exercises
to create an immersive and fast paced interactive day of learning"

http://testingassembly.fistb.fi/tutorial

e Wwww.eviltester.com

o twitter: @ eviltester

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017


http://testingassembly.fistb.fi/tutorial
http://www.eviltester.com/
https://twitter.com/eviltester

Logistics

e Time: Tuesday 19.9.2017 (9:00 - 17:00, registration and
morning coffee at 8:30)

e 13 sections, about 30 mins each

e Venue: Hotel Presidentti, EtelXllinen Rautatiekatu 4, Helsinki
(room: Kaarlo, 3rd floor).

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017



Slides and Handouts and Links

compendiumdev.co.uk/page/atFistbTute2017

e Also on the bottom of every slide.

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017


http://compendiumdev.co.uk/page/atFistbTute2017

Description

Web based applications often offer more than a GUI to interact
with, very often they have an API layer. This layer clearly needs
testing and we can use it to support our other testing efforts - GUI,
performance, etc. In this tutorial we will work with several
applications to learn the basics of automating and testing REST
APlIs.
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You will learn:

e Basics of REST Web Services

e What tools we can use to interact with REST APlIs
e How we can use REST APIs in our testing

e How to test a REST API

e Multiple ways to automate REST Web Service APIs

e Abstraction layers for automating REST APIs
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Hands on Experience

You will gain hands on experience with:

e Exploratory Testing REST APlIs

e Using different tools to interact with a REST API
e Automating a REST API

This tutorial uses a mix of presentation, demos, discussion and
hands on exercises to create an immersive and fast paced
interactive day of learning.
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Requirements

Requirements to attend workshop:

e You will need a laptop to take part
e Wifi connection
e You will need the ability to install software on to your laptop

e During the workshop we will use REST Client and an HTTP
Proxy

o REST Client Postman (https://www.getpostman.com/)
o An HTTP Proxy: Fiddler or Charles or ZAP Proxy

o if you want to be up and running quickly then install
Postman, and one of the proxy tools prior to the workshop

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017


https://www.getpostman.com/

Requirements

e Some sample applications are written in Java 1.8 these will only
work if you have Java 1.8 (or higher) installed (run java -

version )

e There is an optional hands on coding section where examples
will be provided using Java - if you would like to extend the
automated code samples then install Java JDK version 1.8 or
above and a Java IDE (recommended IntelliJ) - you do not
need to be able to code to take part in the workshop
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SECTION - HTTP BASICS
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Overview of Section - HTTP Basics

e What is a Web Application?
e What is an HTTP Request?

e Viewing/Making HTTP Requests in Browser

e Using Browser Dev Tools

Exercises: in browser - GET, viewing traffic, Ajax requests

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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What is a Web Application?

e A web hosted HTTP accessed application with a GUI and
possibly an API

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017

11



Examples of Web Applications

e Google
o Twitter

o etcC.
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12



Overview - Browser - Web Application
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Example - A Web Application

e Diagram showing browser making GET, POST requests to
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What is HTTP?

e Verbs - GET, POST, DELETE, PUT, HEAD, OPTIONS, PATCH
e URL (URI)

e Headers - cookies, accept formats, user agent, content of
message, authentication, etc.

e Data contained in message body - Form, JSON, XML

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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Example HTTP Request

use browser to GET
http://compendiumdev.co.uk/apps/api/mock/reflect

Formatted for readability - headers are normally on one line.

GET http://compendiumdev.co.uk/apps/api/mock/reflect HTTP/1.1

Host: compendiumdev.co.uk

Connection: keep-alive

Cache-Control: max-age=0

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/60.0.3112.90 Safari/537.36

Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml,

application/xml;qg=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;g=0.8

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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HTTP Requests - Human or System

e Human
o user types URL into browser search bar (GET)

o user submits form (POST)

e System
-System automatically polls server for new content via
JavaScript
- AJAX (Asynchronous JavaScript and XML)
- XHR (XML HTTP Request)
- GET / POST
- often returns JSON

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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View Browser Requests in Dev Tools
Network Tab
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Demo: View Browser Requests in Dev
Tools

e instagram.com/eviltester

e Chrome
© Inspect Element Or ctrl+shift+i Or tools\more

tools\Developer Tools

o Network Tab
e Edge
o F12 Developer tools

o Network Tab

e Firefox
o Inspect Element

o Network tab

oriMake sure Al areXHR is.selecteds /

19


https://instagram.com/eviltester

Group Exercise: View Browser Requests
in Dev Tools Network Tab Examples

e Twitter Feed?

o e.g. https://twitter.com/eviltester/lists/work

e WebGraphViz?
o e.g. http://www.webgraphviz.com/

* [nstagram?
o https://www.instagram.com/eviltester

e etc. probably app or web page that updates automatically
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Exercise: View Browser Requests in Dev
Tools Network Tab

e Open browser, Visit a site, Open Network Tab, Inspect XHR
requests

e visit a twitter feed, inspect the update XHR requests
o e.g. https://twitter.com/eviltester/lists/work

e visit an Instagram feed, inspect the update XHR requests
o e.g. https://www.instagram.com/eviltester/

e Find other sites, inspect the update XHR requests
o e.g. Gmail, Ebay, what else?
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JavaScript AJAX/XHR Browser Risks

e Memory Leaks
e Blocking Code (JavaScript is single threaded) crashing browser

e Cross browser compatibility issues

Bonus: In Chrome try the Task Manager (shift+esc) and see if these
JavaScript pages have any issues.

e Chrome Menu \ More Tools \ Task Manager

e ebay often has memory leaks, or just doesn't care about your
browser

These risks are not present with an API.
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What is a Web Application?

e A web hosted HTTP accessed application with a GUI and
possibly an API

e Did any of the previous Web Application examples use an API?

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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SECTION - WEB API BASICS

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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Overview of Section - WEB API Basics

e \What is a Web API?
e Ajax/XHR and API
e Why Web HTTP API?

e Exercises using http://swapi.co

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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What is a Web API?

e Web Service
o w3.org/TR/ws-gloss

e API
o wikipedia.org/wiki/Application_programming_interface

Web Application with an interface designed for use by other
software.

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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Why an API?

e Other systems to access
e Customisation

e Mobile Apps often use API
o bag a SNES classic

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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Exercise: A Web Application which uses
API

e https://swapi.co
o make a request from the GUI

o Use network tab

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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JavaScript Using API Via AJAX/XHR

e AJAX/XHR requests have security protocols for same domain

e JSONP for cross domain access

e Very often APl is used under covers, e.g. a serverside script/app
on same domain uses an APl on server side rather than client
side
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We Need Tools

Because Web Service designed for software, we need tools to
access them.

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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Tools

e cURL
o command line based

o APl examples often shown in cURL
o recommended that you learn this eventually
o download

e GUI Clients
o Postman

o |lnsomnia

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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https://curl.haxx.se/
https://curl.haxx.se/dlwiz/
https://www.getpostman.com/
https://insomnia.rest/

Demo cURL

curl http://Localhost:4567/heartbeat -1
curl -X GET http://localhost:4567/users
curl http://Localhost:4567/Lists -H "accept: application/xml"

Can be complicated but useful for emergencies, scripting, bug
reporting.

Hint: can use Postman or Insomnia to generate cURL code but
different continuation characters on different operating systems: »
Windows and \ on Mac/Linux also " and ' differences.
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Demo Postman

e Postman make GET request
e Postman console

e Postman set basic auth

e Postman add a header

e Postman Collections

e Postman Environment Variables

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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Demo Insomnia

e |nsomnia make GET request
e Insomnia Timeline

e Insomnia set basic auth

e Insomnia add a header

e |[nsomnia Workspace

e |Insomnia Environment Variables
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Exercise: Install Tools for accessing HTTP
APl Web Services

Install either:

e Postman GetPostman.com

e |[nsomnia insomnia.rest

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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Exercise: Call a webservice using tools

o GET https://swapi.co/api/people/1
'‘MOCK" Web Services

e GET http://compendiumdev.co.uk/apps/api/mock/heartbeat
e GET http://jsonplaceholder.typicode.com/users/1/todos

see exercises section for more
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What is a Web Service / Web
Application?

e A web hosted HTTP accessed application without a GUI

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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What is an API?

e Application Programming Interface designed for use by
software

Note: error messages need to be human readable

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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Why test interactively and not just
automate?

e observe traffic

e create varied requests

e experiment fast

e setup data

e send 'invalid' requests

e exploratory testing of API

e test while API still 'flexible'

e Interactive CRUD testing - CREATE, READ, UPDATE, DELETE

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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SECTION - HTTP REQUESTS AND
RESPONSES

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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Overview of Section - HTTP Requests
and Responses

e HTTP Verbs - GET, POST, DELETE
e Headers

e Responses
o Status Codes - e.g. 200, 404, 500

e This is the foundation for most web, HTTP, REST testing and
automating.
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HTTP Request sent from Postman

GET http://localhost:4567/heartbeat HTTP/1.1
cache-control: no-cache

Postman-Token: ddf30bfe-b7e2-4d3c-b478-1103a5al174e5
User-Agent: PostmanRuntime/6.2.5

Accept: */*

Host: localhost:4567

accept-encoding: gzip, deflate

Connection: keep-alive

e important stuff: Verb (GET), Http version (1.1), User-Agent,
Accept, Host, endpoint

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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HTTP GET Request sent from cURL

Command:

curl http://localhost:4567/heartbeat #
-H "accept: application/xml" ~
--proxy 127.0.0.1:8888

Request:

GET http://localhost:4567/heartbeat HTTP/1.1
User-Agent: curl/7.39.0

Host: localhost:4567

Connection: Keep-Alive

accept: application/xml

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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HTTP Response to Postman GET /heartbeat request

HTTP/1.1 200 OK

Date: Thu, 17 Aug 2017 10:34:32 GMT
Content-Type: application/json
Transfer-Encoding: chunked

Server: Jetty(9.4.4.v20170414)

e cURL response was same but content-type was

application/xml

e important stuff: Status Code (200 OK), Http version (1.1), Date,
Content-Type
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Raw HTTP Requests and Responses

e we need to be able to read them
e we will rarely have to create them by hand

e |ookup headers you don't know
o https://en.wikipedia.org/wiki/List_of HTTP_header_fields

e some fields are for the server some are for the application
some are documentation
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Basic HTTP Verbs

e GET - retrieve data
e POST amend/create from partial information

e PUT - create or replace from full information
e DELETE - delete items
e OPTIONS - verbs available on this url

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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https://tools.ietf.org/html/rfc7231#section-4.3.1
https://tools.ietf.org/html/rfc7231#section-4.3.3
https://tools.ietf.org/html/rfc7231#section-4.3.4
https://tools.ietf.org/html/rfc7231#section-4.3.5
https://tools.ietf.org/html/rfc7231#section-4.3.7

References

e \W3c Standard
e |[ETF standard
e httpstatuses.com

e http://www.restapitutorial.com/lessons/httpmethods.html
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HTTP GET Verb

o GET - retrieve data

e GET verbs can be issued by a browser
o click on link

o visit a site
e GET http://compendiumdev.co.uk/apps/api/mock/reflect

e Important Headers
o User-Agent - tells server app type

o Accept - what format response you prefer

Demo
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HTTP GET Verb Example

curl http://localhost:4567/heartbeat *
-H "accept: application/xml" ~
--proxy 127.0.0.1:8888

GET http://localhost:4567/heartbeat HTTP/1.1
User-Agent: curl/7.39.0

Host: localhost:4567

Connection: Keep-Alive

accept: application/xml
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User-Agent Header

e Often not sent when accessing an API

e Marks request as coming from a browser

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/60.0.3112.90 Safari/537.36

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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Accept Header

e Defines the payload types that the receiver will accept

e |f this was an API call it would likely return XML

Accept: text/html,application/xhtml+xml,application/xml;
gq=0.9,image/webp,image/apng,*/*;q=0.8

Common values:

® text/html
® application/json

® application/xml

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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HTTP Status Codes

e 1xx Informational
o 100 Continue

o 2xx Success
o e.g. 200 OK

e 3xx Redirection
o e.g. 301 Moved Permanently

e 4xx Client Error
o e.g. 404 Not Found

e 5xx Server Error
o e.g. 500 Internal Server Error

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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Common HTTP Status Codes

Status Code Status Code
200 OK 405 Method Not Allowed
201 Created 409 Conflict

301 Moved Permanently 500 Internal Server Error

307 Temporary Redirect 501 Not Implemented

400 Bad Request 502 Bad Gateway
401 Unauthorized 503 Service Unavailable
403 Forbidden 504 Gateway Timeout

404 Not Found

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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HTTP Status code references

e https://httpstatuses.com/

e https://moz.com/blog/response-codes-explained-with-pictures
e https://http.cat/

e https://httpstatusdogs.com/

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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Common HTTP Status codes in response
toa GET

e 200 - OK, found the url, returned contents

e 301, 307, 308 - content has moved, new url in location
header

e 404 - url not found

e 401 - you need to give me authorisation details see Www-
Authenticate header

e 403 - url probably exists but you are not allowed to access it
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Basic Auth Header

e This application uses Basic Auth Authentication

® Authorization Header
€.g. Authorization: Basic dXNlcjpwYXNzd29yZA==
dXN1cjpwYXNzd29yZA== is base64 encoded "user:password"
see base64decode.org

e cURL you need to add the header

e Postman & Insomnia use the Authorization and Auth tabs

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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Create Basic Auth Header in Postman

» Create A List using XML

POST htp://|

Authorization He (3)

Type

» Create A List using XML

POST http:// tiHlists
Authorization @ Headers (3) Body @
Type Basic Auth
Username admin

Password | essenen

Show Password

Mists

No Auth w

No Auth

Basic Auth

Digest Auth @
OAuth 1.0

OAuth 2.0

Hawk Authentication

AWS Signature

Examples (0) =

e Save

Cookies Code

Clear

The authoriz ation header wil be generated and
added as a custom header

Save helper data to request
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Create Basic Auth Header in Insomnia

GET = http//localhost4567/heartbeat

Basic Auth L\\s
GET = htp//localhostd567/heartbeat Send

OAuth 1.0
OAuth 2.0
Digest Auth

Bearer Token

Microsoft NTLM

AWS 1AM v4

MNetrc

+ Mo Authentication
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HTTP POST Verb

e POST amend/create from partial information
e send a 'body' format of content in the 'content-type' header
e usually used to create or amend data

e browser will usually send a POST request when submitting a
form

Demo
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HTTP POST Verb Send Example

curl -X POST http://localhost:4567/1lists *

-H "accept: application/xml" ~

-H content-type:application/json #

-H "Authorization: Basic dXNlcjpwYXNzd29yZA==" ~*
-d "{title:'a list title'}" ~

--proxy 127.0.0.1:8888
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HTTP POST Verb Request Example

POST http://localhost:4567/1ists HTTP/1.1
User-Agent: curl/7.39.0

Host: localhost:4567

Connection: Keep-Alive

accept: application/json

content-type: application/json
Authorization: Basic dXNlcjpwYXNzd29yZA==
Content-Length: 22

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017
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HTTP POST Verb Response Example

HTTP/1.1 201 Created

Date: Thu, 17 Aug 2017 12:11:12 GMT

Content-Type: application/json

Location: /lists/f8134dd6-a573-4cf5-a6c6-9d556118ed@b
Server: Jetty(9.4.4.v20170414)

Content-Length: 171

{"lists":[{
"guid":"¥8134dd6-a573-4cf5-a6¢c6-9d556118edob",
"title":"a list title",

"description”:"",
"createdDate":"2017-08-17-13-11-12",

"amendedDate":"2017-08-17-13-11-12"}]}
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Common HTTP Status codes in response

to

a POST

200 - OK, did whatever | was supposed to

201 - OK created new items

202 - OK, I'll do that later

204 - OK, I have no more information to give you

400 - what? that request made no sense

404 - | can't post to that url it is not found

401 - need authorisation see WWW-Authenticate header

403 - url probably exists but you are not allowed to access it
409 - can't do that, already exists

500 - your request made me crash
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HTTP Message Body Format - JSON

e JSON - JavaScript Object Notation
e an actual Object in JavaScript

e common data transfer and marshalling format for other
languages

e https://en.wikipedia.org/wiki/JSON
e http://json.org
e http://countwordsfree.com/jsonviewer

e schema exists for JSON http://json-schema.org/
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JSON Example Explained

{
"lists":
[

{
"guid":"f+8134dd6-a573-4cf5-a6¢c6-9d556118edob",
"title":"a list title",
"description”:"",
"createdDate":"2017-08-17-13-11-12",
"amendedDate":"2017-08-17-13-11-12"

}

]
}

e An object, which has an array called "lists".

e the lists array contains an object with fields: guid, title,
description, createdDate, amendedDate - all String fields.
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XML Example Explained

<?xml version="1.0" encoding="UTF-8" ?>
<lists>
<list>
<guid>f8134dd6-a573-4cf5-a6c6-9d556118ed@b</guid>
<title»a list title</title>
<description></description>
<createdDate>2017-08-17-13-11-12</createdDate>
<amendedDate>2017-08-17-13-11-12</amendedDate>
</list>
</lists>

e elements, nested elements

e tags, values
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HTTP Message Body Format - XML

e XML - eXtended Markup Language

e HTML is often XML

e another common marshalling format
e can be validated against XML schema

e http://countwordsfree.com/xmlviewer
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HTTP DELETE Verb

e DELETE - delete items

Demo
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HTTP DELETE Send Example

curl -X DELETE http://localhost:4567/1ists/{guid} ~
-H "Authorization: Basic YWRtaW46cGFzc3dvcmQ=" *
--proxy 127.0.0.1:8888
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HTTP DELETE Request Example

DELETE http://localhost:4567/1lists/{guid} HTTP/1.1
User-Agent: curl/7.39.0

Host: localhost:4567

Accept: */*

Connection: Keep-Alive

Authorization: Basic YWRtaW46cGFzc3dvcmQ=
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HTTP DELETE Response Example

HTTP/1.1 204 No Content

Date: Thu, 17 Aug 2017 12:20:35 GMT
Content-Type: application/json
Server: Jetty(9.4.4.v20170414)
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Common HTTP Status codes in response
to a DELETE

e 200 - OK, did whatever | was supposed to

e 202 - OK, I'll do that later

e 204 - OK, | have no more information to give you
e 404 - | can't post to that url it is not found

e 401 - you need to give me authorisation details see Www-
Authenticate header

e 403 - url probably exists but you are not allowed to access it

e 500 - your request made me crash
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Postman Collections

e "save as" requests to collections for re-use

e can share collections or export to file
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Postman Collections

All

Collections . i
» Create A List using XML

POST hetpi//

New collection

RESTListicator w1

15 requests

Authorization @

Adhoc Request Type
Heartbeat
GET List Lists in JSON

GET List Lists in XML Username

sers in XML

Password

GET Filrered List Users on usernam.
Options on lists

GET A Specific List

Create List Using JSON

Create A List using XML

DELETE a list

UID using admin

list:

i

Basic Auth

admin

Show Password

» Create A List using XML

POST herp://

Autharization @

Params Send

Clear

The authorization header will be generated and
added as a custom header

Save helper data to request
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Examp

Save

Save As..

SAVE REQUEST

Requests in Postman are saved in collections (s group of requests).

Request Name

Create A List using XML

Request description (Optional)

Select a collection or folder to save to:

< RESTListicator v1

Cancel
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Insomnia Workspaces

e create new Workspace
e create new Request in Workspace
e changes automatically saved to workspace

e can export workspace to files
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Insomnia Workspaces

o Restlisticatory! — Adhoc Request

Application Edit  View Window Help

RestlListicatorvl GET = htp://localhost:4567/heartbeat

Mo Environment -

#& Workspace Settings

& RESTListicator v1 @ Share RestListicatorvi

LA Rt ] o R =

SET  Adhoc Request
22 To Mock Web Service

22 To Swapi.co
22 To JsonPlaceHolder

Mew Workspace

& Preferences
* Import/Export
* LogIn

& Upgrade to Plus ¥
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Environment Variables

Postman:

e use environment variables e.g. {{host}} instead of
localhost:4567

® GET httt://{{host}}/lists
Insomnia:

e use environment variables e.g. {'host"':'localhost:4567"'}

e just type host for auto complete in URL editing
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Postman Create Environment

restlisticator localhost ﬁ

MANAGE ENVIRONMENTS

Manage Environments

Shared Environments

Params h Save Environments are a group of variables & values, that allow you to quickly switch the context for your reg

Learn more about environments

limesurvey vm

Redmine Mac AWS

Redmine Mac VM

restlisticator localhost

tracks local on mac

tracks local on windows dell

video overview

Globals

4
o
A

D

D

D

D

D

D

D

|4

|

|4

|4

|4

|4

|4
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Postman Add Environment Variables

MANAGE ENVIRONMENTS

Manage Environments

Edit Environment

restlisticator localhost]

Key Value Bulk Edit
restlisticator localhost © % B

Crei host ocalhost4567
restlisticator localhost Edit

host localhost4567

Globals Edit
No glebal variables

Save common values across all your environments as globa

variables. Learn more about globals

Ca nCEI
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Insomnia Environment Management

Manage Environments

Base Environment Base Environment
& Restlisticatorv] — Adhoc Request Sub Environments +] . : “host": "localhost:4567"
Application Edit View Window Help 31
RestListicatorvi
Mo Environmeni Cookies
I

#& Manage Environments

* Environment data can be used for Nunfucks Templating in your requests

Done
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How to test with this information

e Read the standards for the verbs and the status codes.
e Projects often argue about interpretations.

e Some of the standards are exact enough that it is possible to
say "l observed X" it does not match the standard - include

links and quotes to the standards.
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Exercises

e install the REST listicator
o http://compendiumdev.co.uk/downloads/apps/restlisticat
or
= /v1/rest-list-system.jar download the .jar file

= /v1l/documentation.html read the documentation

* in the directory you downloaded it to type:

O java -jar rest-list-system.jar

e try out the above GET, POST, DELETE, OPTIONS and POST
using a GUI client e.g. Postman, or Insomnia

® see more exercises In exercise section

o explore the HTTP Client functionality and test the API based on
its documentation

e see Exercises section for more exercises
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Section - Exercise Time

e Time to experiment

e Explore the HTTP Verbs etc. mention
e Use the tools mentioned

e Test the webservices mentioned

e Explore the exercises in the exercises section
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SECTION - MORE HTTP REQUESTS AND
RESPONSES
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Overview of Section - More HTTP
Requests and Responses

e HTTP Verbs - PUT, OPTIONS
e URI vs URL

e HTTP Standards

e cURL
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URI - Universal Resource ldentifier
scheme:[//[user][:password]@]host[:port]][/path][?query]
[#fragment]

® http://compendiumdev.co.uk/apps/api/mock/reflect
o scheme = http

© host = compendiumdev.co.uk

o path = apps/api/mock/reflect
wikipedia.org/wiki/Uniform_Resource_ldentifier

A URL is a URI
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URI vs URL vs URN

e URI - Universal Resource Identifier
o 'generic' representation - might not include the 'scheme'’

© http://compendiumdev.co.uk/apps/api/mock/reflect
© compendiumdev.co.uk/apps/api/mock/reflect
© /Japps/api/mock/reflect

e URL - Universal Resource Locator
© http://compendiumdev.co.uk/apps/api/mock/reflect
o defines how to locate the identified resource

e URN - Universal Resource Name
o not often used - uses scheme urn
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Scheme(s)

e http
e https
o ftp

e mailto

o file
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Query Strings

GET /lists/{guid}?without=title,description
GET http://localhost:4567/1lists/f13?without=title,description

Query String:

*without=title,description

e starts with ?

e params separated with &
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More About Query Strings

‘ GET /lists/{guid}?without=title,description

e usually name=value pairs separate by '&'
o convention since anything after the ? is the Query string

o app then parses as required
e can be used with any verb

e GET request - all params are send as query strings

https://en.wikipedia.org/wiki/Query_string
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HTTP Standards?

e rfc7231 (HTTP/1.1): Semantics and Content
e fc7230 (HTTP/1.1): Message Syntax and Routing
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HTTP PUT Verb

e PUT - create or replace from full information

Full information means it should be idempotent - send it again and
get exactly the same request

Demo
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HTTP PUT Send Example

curl -X PUT http://localhost:4567/1ists ~

-H "Authorization: Basic dXNlcjpwYXNzd29yZA==
--proxy 127.0.0.1:8888 ~

-d @createlistwithput.txt

where createlistwithput.txt file contains

{"title":"title added with put",
"description”:"list description"”,

"guid": "guidcreatedwithput201708171440",
"createdDate": "2017-08-17-14-40-34",
"amendedDate": "2017-08-17-14-40-34"}

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017

93



HTTP PUT Request Example

PUT http://localhost:4567/1ists HTTP/1.1
User-Agent: curl/7.39.0

Host: localhost:4567

Accept: */*

Connection: Keep-Alive

Authorization: Basic dXNlcjpwYXNzd29yZA==
Content-Length: 180

Content-Type: application/x-www-form-urlencoded

{"title":"title added with put",
"description”:"list description”,

"guid": "guidcreatedwithput201708171440",
"createdDate”: "2017-08-17-14-40-34",
"amendedDate": "2017-08-17-14-40-34"}
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HTTP PUT Response Example

HTTP/1.1 201 Created

Date: Thu, 17 Aug 2017 13:41:46 GMT
Content-Type: application/json
Server: Jetty(9.4.4.v20170414)
Content-Length: ©
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HTTP OPTIONS Verb

e OPTIONS - verbs available on this url

e returns an Allow header describing the allowed HTTP Verbs
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HTTP OPTIONS Send Example

curl -X OPTIONS http://localhost:4567/1ists ~
--proxy 127.0.0.1:8888

Demo

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017

97



HTTP OPTIONS Request Example

OPTIONS http://localhost:4567/1ists HTTP/1.1
User-Agent: curl/7.39.0

Host: localhost:4567

Accept: */*

Connection: Keep-Alive
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HTTP OPTIONS Response Example

HTTP/1.1 200 OK

Date: Thu, 17 Aug 2017 12:24:39 GMT
Allow: GET, POST, PUT

Content-Type: text/html;charset=utf-8
Server: Jetty(9.4.4.v20170414)
Content-Length: ©
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Common HTTP Status codes in response
to a OPTIONS

e 200 - OK, did whatever | was supposed to
e 404 - | can't post to that url it is not found
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HTTP OPTIONS Verb - Example swapi.co

e.g. swapi.co

OPTIONS - https://swapi.co/api/people/1/

{

"name"”: "People Instance",

"description”: "",

"renders": [
"application/json",
"text/html",
"application/json"

1,

"parses”: [
"application/json”,
"application/x-www-form-urlencoded",
"multipart/form-data”

]

}
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Exercises

e try out the above OPTIONS and PUT using a GUI client e.qg.
Postman, or Insomnia

e try with different body content e.g. xml vs json
e try requesting application/xml instead of application/json

o explore the HTTP Client functionality and test the API based on
its documentation

e see Exercises section for more exercises
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SECTION - REST API BASICS
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Overview of Section - REST API BASICS

e What is a REST API?

e CRUD and REST

e HTTP Verbs - HEAD, PATCH

e Authentication and Authorisation

e Postman collection runner
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What is a REST API?

e HTTP API - generic, anything goes

e REST API

o the HTTP Verbs mean something specific e.g. should not
Delete with a POST request

o URI are 'nouns' and describe entities
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REST Standards?

Representational State Transfer

e |oose standards
e |ots of disagreement on teams and online

e DISSERTATION: "Architectural Styles and the Design of
Network-based Software Architectures" by Roy Fielding
o ics.uci.edu/~fielding/pubs/dissertation/top.htm
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Guidance

e |dempotent - same request, same result (on server, not
necessarily in response)

e Stateless - server does not need to maintain state of client
requests between requests e.g.
o request 1: select these files,

o request 2: delete files selected in previous request

e Cacheable - on the server side e.g. GET can be cacheable until
entities in GET are updated

e Does it comply with HTTP Standard Guidance?
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CRUD

e \erbs are not as simple as Create, Read, Update, Delete

CRUD Action Verb
Create POST, PUT

Read GET

Update POST, PUT, PATCH
Delete DELETE
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Endpoints vs URL

Very often when discussin REST APIs we talk about ‘endpoints’.
Basically the 'path' part of the URL.
The following are the same Endpoint

® /lists

® /lists?title="title"
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Payloads vs Body

A Payload is the content of the body of the HTTP request.
e XML and JSON

e Tends not to be Form encoded
e Request defined by content-type header
e Response requested in accept header

e usually unmarshalled into an object in the application
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Requesting Formats

Header Means
Accept: application/json Please return JSON
Accept: application/xml Please return XML

Content-Type: application/json This payload is JSON
Content-Type: application/xml  This payload is XML

e XML might also be : text/xml

e The server might not support a particular format it might
default to JSON or XML and ignore the header
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Authentication

If you make a request to a server and receive a 401 then you are
not authenticated.

WWW-Authenticate header should challenge you with the
authentication required.

e Generally avoid header sending by known authenticating
information in request.

e Common bug is WWW-Authenticate not sent back in response.
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Common Authentication Approaches

e Basic Auth Header

© Authorization: Basic Ym9iOmRvYmJz
o base 64 encoded username:password

e Cookies
o when 'login' server sends back a 'session cookie'

o send 'session cookie' in future requests

e Custom Headers

o APl secret codes

© e.g. X-API-AUTH: thisismysecretapicode
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Common Authentication Approaches

e URL authentication

© https://username:password@www.example.com/
o deprecated

o used to be very common when automating web GUIs

Recommended reading developer.mozilla.org/en-
US/docs/Web/HTTP/Authentication

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017 114


https://developer.mozilla.org/en-US/docs/Web/HTTP/Authentication

Authentication vs Authorization

Authentication

e Are you authenticated?
e Does the system know who you are?

e Are your auth details correct?
Authorization

e you are authenticated

e do you have permission to access this endpoint?
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Real World vs Standards

Teams debate this all the time.

e Login? stackoverflow.com/questions/13916620
e Put vs Post stackoverflow.com/questions/630453

e see discussions on restcookbook.com
As a Tester:

e Refer to HTTP standards
o headers, idempotency, response recommendations

Expect 'discussions' and 'debates’ on a team.
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Verb - Head

e HEAD
e same as GET but does not return a '‘body"

e can be useful for checking 'existence' of an endpoint or entity
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Verb - Patch

e PATCH - An 'Update' method which provides a set of changes
e Contentious see

e Proposed standard for JSON Merge Patch format

e Promosed standard for XML Patch Using XPath

Most web services just use POST or PUT
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Postman Collection Runner

e send multiple requests iterating over data files
e runs all requests in a collection

e create requests with params in body or query
e put dataina CSV file

e run collection, with environment, with data
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Example Request With Params

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<lists>
<list>
<title>{{title}}</title>
<description>{{description}}</description>
</list>
</lists>

CSV file with params

title, description

This is my title, a description for the list

This is another title, a longer description for the list
This is the last one I create here, with a description
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Postman Collect

@ Postman

File Edit View Collection History Help

[0 Rumrer  impon [}

Run collections

» Create A List using XML Data File

POST hittp:/ Vlists
€] Body ®
form-data xwww-form-urlencoded  ® raw binary X

1 <uml version="1.8" encoding="UTF-8" standalone="yes">»

2
3+ <lists)|
e <list>

5 ctitle>{{title}}</title>

6 <description>{{description}}</description>
7 </list>

8  </lists>

[Hiistsdata.csv E3

title, description

This is my title, a description for the list

This is another title, a longer description for the list
This is the last one I create here, with a description

PRSI

@ Collection Runner
File Edit View Collection History Help

Collection Runner Run Results

RESTListicatorCreateLists restistcator localhost

justnow

Iteration 1

[ ] Create A List using XML Data File

This request does not have any tests.

Iteration 2

/flocalhost4567ists / Create A Li

@ Collection Runner

Collection Runner

Environment

Iterations

Data

Data File Type

sing XML Dat

[ ] Create A List using XML Data File  http:/flocalhost4567/lists 1 Create A List using XML Data File

This request does not have any tests.

Iteration 3

[ ] Create A List using XML Data File

This request does not have any tests.

/flocalhost4567ists / Creare A List using XML Data File
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Persist

History Help

Choose a collection or folder:

< RESTListicatorCreatelists

restisticator localhost

0 ms

For all requests

Select File listsdata.csv

text/csv Preview

Run RESTListicato. %

Run In Command Line

Run Summary » Export Results Retry
201 Created 58 ms 2028
201 Created 20ms 214B
201 Created 16ms 2128

on Runner example
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Exercises

Reading:

e read the REST Dissertaion
ics.uci.edu/~fielding/pubs/dissertation/top.htm

e Read the docs on authentication developer.mozilla.org/en-
US/docs/Web/HTTP/Authentication

e for real world 'discussions' see restcookbook.com
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Exercises

Doing:

e Experiment with HEAD and PATCH
e Continue to experiment with the other verbs and test the Web

Service

e Create a Postman Collection to use in the runner which creates
10 new list entities

e for more exercises see the exercise section
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Testing a REST API

 how to model an API
e testing ideas

e nteractive discussion
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Testing different from Technology and
Tooling

e at this point we have discussed technology and tooling

e time to discuss testing
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What would we test?

e |deas?
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What are the architecture risks?

e Client -> Web Server -> App Server -> App

e Do we understand the architecture?
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What are the capacity risks?

e Performance?

e Load Testing?
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What are the security risks?

e Authentication
e Authorisation

* |njection
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Data Risks

e minimum data in requests - missing fields, headers
e not enough data in requests

e wrong format data: json, xml, length, null, empty

e malformed data

e consistency? query params across requests?

e are defaults corret?

e duplicate data in payloads?

e headers: missing, malformed, too many, duplicate
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Document your testing

e How can you document your testing?
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Other Risks or Common Issues?
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Exercise: Think through testing

e Read the requirements etc. for REST Listicator.
e Create some test ideas

e Look at the existing testing conducted

e Any ideas from that?

e Test REST Listicator

e Document and Track your Testing in a lightweight fashion
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Exercise: Test REST Listicator in Buggy
mode

java -jar rest-list-system.jar -bugfixes=false

e The system has been coded with some known bugs
e these are all fixed by default.
e start with -bugfixes=false to have known bugs

e See if you can find them

You can run the app twice on different ports to compare output,
use the command line argument -port to start up the application
on a different port e.g. -port=1234 would start the app on port
1234
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Section - Exercise Time

e Time to experiment

e Explore the HTTP Verbs etc. mention
e Use the tools mentioned

e Test the webservices mentioned

e Explore the exercises in the exercises section
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SECTION - HTTP Proxies
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Overview of Section - HTTP Proxies

e What is an HTTP Proxy?
e Example HTTP Proxies?
e Why use an HTTP Proxy?

e How to direct REST Client through Proxy?
o Inspect Traffic

o Filter Traffic (System Proxies)
o Port Config
o Replay Request

e Fuzzing

Exercises: in browser - GET, viewing traffic, Ajax requests

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017 137



What is an HTTP Proxy?

e HTTP Proxy captures HTTP Traffic
e Allows replay of requests

e Allows manipulation of responses
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Which proxies?

e Fiddler
o Windows (Beta: Linux, Mac)

e Charles
o Commercial but allows 30 mins in 'shareware' mode

e BurpSuite
o Free edition good enough for API Testing

e Owasp ZAP
o Open Source

Fiddler & Charles act as System Proxies making them easy to use
with Postman.
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Why use when Testing API?

e Record requests
e Create evidence of your testing
e Replay requests outside of client tool

e Fuzzing

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017 140



Using a Proxy with Postman

e Postman hooks into System Proxy
o Charles, Fiddler

e Otherwise start postman with --proxy-server

_o Postman
File Edit View Collection History Help
Mew Tab Ctrl+T
MNew Window Ctrl+MN

Mew Runner Window  Ctrl+Shift=N

Import... Ctrl+0
Settings Ctrl+Comma
Close Window Ctrl+5Shift+W
Close Tab Ctrl+W

Exit

Use System Proxy

Enable this option to allow Postman to use the system’'s default proxy configurations.
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Using Postman through a non-system
proxy

For full details see blog post

e Mac (type all on one line):

open /Applications/Postman.app --args
--proxy-server=_Localhost: 8888

e \Windows:

cd C:\Users\Alan\AppData\Local\Postman\app-4.9.3\
postman.exe --proxy-server=localhost:8888
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Using a Proxy with Insomnia

e Application \ Preferences

o Restlisticatoryl - Adhoc Request

Application Edit View Window Help

Preferences Ctrl+£o&ma

Changelog

Insomnia Preferences -
Cuit

General Data Themes
Metwork Request Timeout @

I-\.I

HTTP Network Proxy @
#| Enable Proxy
HTTP Proxy

localhost:8080

Plugins

Additional Plugin Path @

5.7.140
Keyboard
HTTPS Proxy

Account Plugins About

Mo Proxy @

4p
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Use of Proxies

e Examples of Fiddler - with screenshots
e Examples of Charles with screenshots
e Examples of Owasp Zap with screenshots

e Examples of BurpSuite with screenshots
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Fiddler Filter Requests

o ctrl+X - to clear traffic history

e filter by process

© Progress Telerik Fiddler Web Debugger
File Edit Rules Teools View Help GET /book EgﬁeuEdge

|||||

28 WinConfig ) ## Replay 3~ b Go | ¥ Stream i Decode | Keep: All sessions = &5 postman:14276 34 Find

# Re... Protocol Host LIRL
L“_““j15 200 HTTP Tunnel o 81,19, 104.93: 443
5he 200 HTTP localhost: 4567 flists
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Fiddler Inspect Traffic

e Traffic shown in list - use inspectors to view request and
response

4> Progress Telerik Fiddler Web Debugger — O x
File Edit Rules Tools View Help GET/bock £ GeoEdge
=% WinConfig ':.J +4 Replay X~ B Go ‘ Stream %ifﬁ Decode | Keep: All sessions = @ postrman:14276 33 Find [ Save E._@, @ =

-

# Re... Protocol Host  LRL

(% 15 200 HTTP Tunnel to 81.19.104.93:443

s 200 HTTP localhost:4567  flists

(% 25 200 HTTP Tunnel to 81.19.104.111:443

(% 29 200 HTTP Tunnel to 81,19, 104.42:443

[E533 200 HTTIPS analytics.getpostman.com  fevents

% 42 200 HTT Tunnel to 62,128, 100.57:443

(2 62 200 H'I'I'g} Tunnel to  77.74.177.174:443

(% 20 200 HTTP Tunnel to  77.74.177.181:443

£ >

@ Statistics ‘:% Inspectors < AutoResponder [ Composer gy FiddlerScipt [E] Leg [ Filters ™— Timeline

Headers | TextView SyntaxView WebForms HexView Auth Transformer Headers | TextView SyntaxView ImageView
Cookies Raw 150N XML HexView WebView Auth Caching Cookies Raw

GET http: //localhost: 4567 /1is5ts HTTP/1.1 J50M ML

cache-control: no-cache

Postman-Token: b8f045T1-8F88-422T-a5d7F-6c858275b3a9 HTTP/1.1 200 OK

Accept: application/json Date: Mon, 21 Aug 2017 16:10:34 GMT

User-Agent: PostmanRuntime,/&6.2.5 Content-Type: application/json

Host: Tocalhost: 4567 Server: Jetty(9.4.4.v20170414)

cookie: JISESSIONID=1fnTesdull4lhljmOdeze47re Ccontent-Length: 12

accept-encoding: gzip, deflate i

Cconnection: keep-alive {"Tists":[1}

|Fin|:| (press Ctrl+Enter to highlight all) ” Viewin Notepad | |Fin|:|... (press Ctrl+Enter to highlight all) ” Viewin Notepad
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Fiddler listens on port 8888 by default

e find out/change portin tools \ options

O Progress Telerik Fiddler Web Debugger
File Edit PRules Tools Wiew Help GET fbook EE (GecEdge
28 WinConfig () ## Replay - b Go | ¥ Stream & Decode

Keep: All sessions = ¢E) postman:14276 34 Find

#
™ 115

2 128
= 127
(= 202
(= 203

& 210
A 228

= 237

Re...

200
200
200
200
200
200
404
200

Protocol

Lo

Host LURL

Oid An Am A AT

I

() statistics L4, Iny

‘ Usethis pageto co

Parsed Raw

Sqri

Ca—

cache-contral: no-c:

Request Body

Options

General HTTPS Connections Gateway Appearance Scipting Extensions Performance  Tools

Fiddler can debuqg traffic from any application that accepts a HTTP Prosxy. All WinINET traffic is routed
through Fiddler when "File > Capture Traffic" is checked.

Fiddlerlistens on part:

Copy Browser Proxy Configuration URL
Capture FTP requests

Allow remote computers to connect
Reuse client connections

Reuse server connections

Learn mare...
Act as system proxy on startup
Manitar all connections [ ] Use PAC Script

DefaultLAN
PureWPN

Bypass Fiddler for URLs that start with:
<-oopback;

Help Mote: Changes may nottake effect until Fiddleris restarted. 0K Cancel

| g

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017

L)
2l

|

ul

147



Replay Request in Fiddler

e drag request from history to Composer to edit and replay

4> Progress Telerik Fiddler Web Debugger — O x
File Edit Rules Teools Wiew Help GET /book Eg Geokbdge
28 WinConfig () %4 Replay X - b Go | ¥ Stream i Decode | Keep: All sessions ~ & postman:14276 34 Find [El Save |08 () -

-

# Re... Protocol Host LURL "~

I'.ﬁle 200 HTTP Turmel to 81,19, 104.93:443

{3,5., 16 200 HTTP localhost: 4567 flists

|'_‘°"J 26 200 HTTP Tunnel to 81.19.104.111:443

|'_‘°j x5 200  HTTP Tunmel to  81.159.104.42:443

@38 200 HTTPS analytics.getpostman.com  fevents

I'_mJ 42 200 HTTP Tunnel to 62,128,100.57:443

I'_mJ 62 200 HTTP Tunnel to  77.74.177.174:443

|'_‘°“J 0 200  HTTP Tunnel to  77.74.177.181:443 W
< >

(E) Statistics %—E Inspectors ﬁ AutoResponder @ Composer % FiddlerScript B Log [ ] Filters ~— Timeline

Usethis pageto compose a Request. You can clone a prior request by dragging and dropping a session fromthe Web Sessions list. Execute
Parsed Raw  Scratchpad Options I}
GET ~ | |htn::mumlhust:455?ﬂists v| |I—|'I'I'F‘,.f1.1 v| LogRequests
; s
cache-control: no-cache ~ | History
N @www.mmpendiumdeu. .
Japps/mockiracks/pro..
Reguest Body Upload file.. [ auth,uber.com/loginy. ..

@aum.uber.mmﬂnginf. i,
Baum.uber.mmﬂnginf. i,
@aum.uber.mmﬂuginf. i,

v iher oo fanida.
< >
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Charles Filter Requests

e Quick filter to localhost

12 Charles 4.0.1 - Session 1%

File Edit View Proxy Tools Window Help
Y [ofm @ 7 CVv X&

Structure Sequence

Code Method Path

EIM

Filter: |localhost

Overview Request Response Summary Chart MNotes

Mame Walue
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Charles Inspect Traffic

* inspect traffic

% Charles 4.0.1 - Session 1*

File Edit View Proxy Tools Window Help
\ e a8 OV ¥ @&

Structure Sequence

Code  Method Path

T T

Filter: |localhost

{ Response  Summary Chart  Motes

GET /lists HTTP,/1.1
cache-control no-cache
Postman-Token 0322454b-f30e-4a68-be2f-70eTad13cd10
Accept application/json
User-Agent PostmanRuntime/6.2.5
Host localhost:4367
cookie JSESSIOMNID=1fnfesdulldTh1jmOdezedTre
accept-encoding gzip, deflate
Connection keep-alive

Headers Cookies Raw
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Charles Replay Traffic

e right click ‘compose'’

1%’ Charles 4.0.1 - Session 1%

File Edit View Proxy Teols Window Help
» [om @ FCv X&

Structure Sequence

~

Code Method Host
] N A 7T
Copy URL
Copy cURL Request
Copy Response
Filter: |localhost Save Response...
Find In.. ——

Overview Request Respor

GET /lists

cache-control no-cachg Compose
Postman-Token 0322454b| I}

Accept applicati

Export...

Repeat

" Prrnnt Aok A

Filter: |Ioca|host

Compose

GET /lists HTTP/1.1 I
cache-control: no-cache

Postman-Teken: 0322454b-f80e-4a68-be2f-T0e7ad13cd10
Accept: application/json

User-Agent: PostrnanRuntime/6.2.5

Haost: localhost:4567

cookie: JSESSIONID=1fnfesdull41h1jmOdezedTre
accept-encoding: gzip, deflate

Connection: keep-alive

URL Headers Cookies Text Raw
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Charles port settings

® tools \ proxy settings

i Charles 4.0.1 - Session 1*

File Edit View Proxy Tocols Window Help

L ¥ -‘
Structure  Sedqu

Code  Met
it 200 GET
“low o]

Filter: |localhos

Compose

GET /lists HTTP,
cache-control;
Postman-Tokern
Accept: applica
User-Agent: Po
Host: localhost
cookie: 15E5510)
accept-encodirn
Connection: ke

Stop Recording (Session 1) Ctrl+R

Start Throttling
Enable Breakpoints

Recording Settings...
Throttle Settings...
Breakpoint Settings...

Reverse Proxies...

Port Forwarding...

Windows Proxy
Muozilla Firefox Proxy

Proxy Settings...
55L Proxying Settings...

Access Control Settings...
External Proxy Settings...
Web Interface Settings...

Ctrl+T
Ctrl+E

Ctrl+5hift+T

Ctrl+5Shift+ kK

Ctrl+Shift+P
Ctrl+Shift+F

N

al

URL Headers Cookies Text Raw

_I ..5_' Proxy Settings .

Proxies Options  Windows Moazilla Firefox

. HTTP Proxy

Port: M [] Use a dynamic port

| Enable transparent HTTP proxying

_I SOCKS Proxy

[] Enable SOCKS proxy
Port: |8889 Use a dynamic port
Enable HTTP proxying over SOCKS
Include default HTTP ports (20, 443, 3080, 8443)

Ports:

Restore Defaults | | HTTP Proxy Mode | | SOCKS Proxy Mode

Ca

Cancel Help

POST httos/www.evernotecom,/edam,/note/s6
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BurpSuite Port Config

e tabs proxy \ options

‘ Burp Suite Free Edition v1.7.23 - Termporary Project

Burp Intruder Repeater Window Help

‘

Target | Proxy T Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Exte

[ Intercept I HTTP histary IWehSn{:kets history TOpt.iuns ]

Proxy Listeners

?
5 Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to

l Add J Running | Interface | Invisible | Redirect | Certificate

_— [+ 127.0.0.1:8080 ] Per-host
Edit
Remaove

Each installation of Burp generates its own CA certificate that Proxy listeners can use when nego
other tools or another installation of Burp.

l Import / export CA certificate J l Regenerate CA certificate J I:'}
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BurpSuite Inspect Traffic

e Ensure intecept is off, view HTTP History

I- Burp Suite Free Edition vw1.7.23 - Temporary Project

Burp Intruder Repeater Window Help
[Target T Proxy T Spider T Scanner I Intruder T Repeater T Sequencer E

J Intercept T HTTP history IWehSockets history I Options ]

Forward Drop Intercept is off Action

Raw Hex

'. Burp Suite Free Edition v1.7.23 - Temporary Project

Burp Intruder Repeater Window Help

[ Target I Proxy T Spider T Scanner I Intruder I Repeater T Sequencer I Decoder T Comparer I Extender I Project optior

Intercept | HTTP history IWehSt}ckets history I Options ]

‘ Filter: Hiding CSS, image and general binary content

# 4| Host Method | URL | Params | Edited | Status | Length | MIMEt... | Extension |
3 | http:/flocalhost: 4567 GET llists OJ ] =200 151 JSON
EAS

j Request T Response ]

J Raw I Headers T Hex ]

GET /lists HTTP/1.1

Host: localhost:4587
User-Agent: insomnia/s5.7.14
accept: application/djson
cache-control: no-cache
Connection: close
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BurpSuite Replay Request

e right click and use repeater

l Burp Suite Free Edition v1.7.23 - Ternporary Project
Burp Intruder Repeater Window Help

Target | Proxy T Spider I Scanner I Intruder I Repeater I Sequencer I Decoi

Intercept | HTTP histary T WebSockets history I Options ]

| Filter: Hiding CSS, image and general binary content

J Request | Response

J Raw | Headers

Host:

GET /lists HTTE/1.1

User-Agent:
accept:
cache-control:
Connection:

localhost:4587
insomnia/
application/3j
no-cac
close

Do an active scan
Do a passive scan
Send to Intruder
Send to Repeater
Send to Sequencer
Send to Comparer (request)
Send to Comparer (response)
Show response in browser

# 4| Host | Method | URL | Params | Edited |
3 http://localhost- 4567 QET llic+ | -
http:/flocalhost:4567/lists
Add to scope
BN Spider from here

Ctrl+l

Ctr+R

'- Burp Suite Free Edition v1.7.23 - Temporary Project

- O X
Burp Intruder Repeater Window Help
Decoder I Comparer I Extender I Project options T User options I Alerts
Target I Praxy Spider T Scanner I Intruder Repeater Sequencer

Cancel < | > |

G

* Request

[ Raw | Headers | Hex |

Target: http://localhost:4567 | & (| 7

Response

[ Raw | Headers | Hex |

.

GET /lists HTTEF/1.1

A
Host: localhost:4567 a
User-Agent: insomnia/5.7.L14
accept: application/json
cache-control: no-cache
Connection: close
-
v
? < + = I:l 0 matches

Done

HTTF/1l.l 200 QK "
Connection: close P
Date: Tus, IZI Aug 2017 09:57:3& GMT
Content-Type: application/json
Server: Jetty(9.4.4.vI0L170414)
{"lists™:[]}
h
v
rd < + = Type a search | 0 matches

151 bytes | 4 millis

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017

155



Owasp Zap Port Config

® tools \ options \ local proxy

o Untitled Session - OWASP ZAP 2.6.0

File Edit View Analyse Report Online Help
| Standard Mode | v | | L = | Fitter..
[ @ Sites - Browse AP
Encode/Decode/Hash... Cirl+E
e LQEE Toggle Break on All Requests Ctri+B
— Toggle Break on All Responses Ctrl+Alt+B
¥ [V Contexts ez o .
. Submit and Step to next Request or Response Cirl+5
[&] Default Context ) ) .
. Submit and Continue to Next Break Point Ctrl+C
v @ sites ;
B - Ihost4567 Bin Request or Response Cirl+X
et Add a Custom HTT Break Point... Ctri+A
Active Scan... Cirl-+Alt+A
Spider... Cirl+Alt+S
Manual Request Editor... Cirl+M
Run the Garbage Collector
Manual Send WebSocket Message
AJAX Spider... Cirl+Alt+X
Fuzz.. Clrl+Alt+F
Launch the ZAP JxBrowser
Replacer Options Cirl+R

0 Options

¥ Options
Active Scan
Active Scan Input Vectors
AJAX Spider
Alerts
Anti-CSRF Tokens
APl
Applications
Breakpoints
Callback Address
Certificate
Check For Updates
Connection
Database
Display
Dynamic SSL Cerificates
Encode/Decode
Extensions
Forced Browse
Fuzzer
Global Exclude URL (Beta)
HTTP Sessions
JV
Keyboard
Language

Passive Scan Rules

[« r

Local Proxy

Local Proxy
R

Address (eg localhost, 127.0.0.1)

Port (eg 8080)

localhost

8588 iﬂ

Set your browser proxy setting using the above. The HTTP port and HTTPS port must be

the same port as above.

(L] Behind NAT

@ Remove Unsupported Encodings
[2] Always unzip gzipped content

Security Protocols
;

[] ssLvaHello /] ssL3 (] TLS1 ] TLS 1.1 M) TLS 1.2

l Resetto Factory Defaults J

Cancel .
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Owasp Zap Inspect Traffic

e history and 'sites’, view in top right

&) Untitled Session - OWASP ZAP 2.6.0 — O >

Eile Edit View Analyse Eeport Tools Online Help

| Standard Mode |w| | | L [ B8 = QJJ@E@E @EE& W 0 ([ 2 q
& Sites | [{?DuickStartT#RemestTRespunse#T-I-]
©@LJEIT Textvélj@lé

¥ [ Contexts GET http://localhost:4567/1ists HTTP/1.1 L,;
[&] Default Context [|User-agent: insomnia/5.7.14
v @ Sites Proxy-Connection: Keep-Alive

. accept: application/json
¥ [ 1Y hitp:ifocalhost 4567 cache-control: no-cache

I " GET:lists Host: localhost:4567
d

j%l—ﬁstﬂGT@%Search T U alerts T | | Output T % ]
@ @ | Filter: OFF

ld | Req.Tim.. | Me.. | URL |C.. | Rea.. |.. |SizeRes..|Highe.. |N..|Tags ®

1 2200817 .. GET | hitpiflocalhost 4567 lists 200 OK 1. 12 bytes | ow

c

Alerts B0 fQ 1 @O Current S b0 D0 @0 %o o0 o 157

.1 7
@EVIl CS L1 | IILLIJ.// L.UIII'JCIIUIUIIIUCV.L.U.UI\/ PCIHC/GLI ISV TULC VU TT




Owasp Zap Replay Request

e right click 'Resend’, edit and send

[ History | S search | [ alerts | | output [+]

@ @& | Filter: OFF
Id | Req.Tim.. |Me.. | URL |C.. |Rea.. |.. |SizeRes.

it

1 2200817 .. GET hitp:flocalhogeisss

Include in Context -
Flag as Context “
Run application File Edit View Analyse Report Tools Onling Help

Exclude from Context — — — S —— -
(StandardMode ) (1 B M 2 & A2 E =208 ODE &% @ P b

@Sites - |, — - - a
“Resend
HEE
i | - Response

¥ [ Contexts —
[&] Default Context | Header: Text q | Body: Text 'J =1 =]

v @ Sites HTTP/1.1 288 OK

v L Fohttpilocalnostd567  |ipate: Tue, 22 Aug 2017 18:18:31 GMT
Content-Type: application/json
Server: Jetty(9.4.4.v28178414)

MNew Alert...
Show in Sites Tab

J = History | 4, Search | [0 Ale

@ @ ' Filter: OFF

Id | Req.Tim... | Me..|URL

3 2200817 ... GET hitpiifloc:

Alerts W0 R0 1 RD

Time: 6 ms | Body Length: 12 bytes - Total Length: 132 bytes
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Fuzzing in BurpSuite

* right click, intruder, hightlight and add position, edit payload,

start attack

J Proxy T Spider T Scanner

? history T WebSockets history I Options }

i, image and general binary content

| Method | URL | Params | Ec
=

r

=

http://localhost:4567/lists

Add to scope

[Target X Proxy T Spider I Scanner Imtmdar T Repeater I Sequencer I Decoder }

Spider from here B -

ons| Doan act\:a s Target | Positions T Payloads TOpUcms }
Do a passive scan

Send to Intruder
;| Send to Repeater Ctri+R

it.:4 Send tn Sennencer

@ Payload Positions

Configure the positions where payloads will be inserted into the
base request. The attack type determines the way in which
payloads are assigned to payload positions - see help for full

details.

Altack type: {Sﬂiper |']

GET /1ists/Spos§| HTTP/ 1.1 i Add §

Host: localhost:4567 r

User-Agent: insommia/5.7.14

accept: application/json

cache—control: no-cache

Connesction: close Auto §
L Refresh
v

@ B B B 0 matches Clear

1 payload position Length: 150
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Start attack

Clear §
Target | Positions I

Payloads T Options }

@ Payload Sets Start attack

You can define one or more payload sets. The number of payload sets
depends on the attack type defined in the Positions tab. Various payload
types are available for each payload set. and each payload type can be
customized in different ways.

Payload set: |1 |= Payload count: 11

Payload type: | Numbers |= Request count: 11

Payload Options [Numbers]

=)

This payload type generates numeric payloads within a given range and in a specified format.

Type: ® Sequential (U Random
From: 0

To: 10

Step: 1

How many:
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J (=) HistmT% Search T 1 Alents T || Output m
@ & ' Filter OFF

Id |Req.Tim.. |Me. |URL |C. |Rea. | .. |SizeRes..|Highe.. |N..|Tags =
1 220817 GET http:iilocalhost4587/ists 200 OK 1. 12bytes U low &
3 22/08/17 . GET _nhilp:Hocalhos T S

Aftack Ll 5 spider..
Include in Context » | % Active Scan
Flag as CONIEKT > | J* Forced Browse site
Run application ¥ |/ Forced Browse directory
Exclude from Context » | /" Forced Browse directory (and children)
Resend.. S AJAX Spider...
New Alert
Show in Sites Tab
Alerts 0 Fio W1 RO Open URL in Browser
AN Fuzzer *

J Fuzz Locations T Options T Message Processors 1

Header. Text ¥ Body:Text |v] (O] [ Fuz Locations
GET http://localhost:4567/1ists/bob| |- a|va.|#o.|#of. § Add. !
HTTP/1.1 []

To add

User-Agent: insomnia/5.7.14 feme
Proxy-Connection: Keep-Alive
accept: application/jsen
cache-control: no-cache
Content-Length: @

Host: localhost:4567

Payloads.

Processors..

J FuzzL(x:anonsT Options T Message Processors ]

———4 -
Header: T LS - .
GET http:, Location: Header [32, 35] fudd
HTTP/1.1 | Value: bob emove
User-Ageni o =
Proxy-Cont | 210308
accept: a| |z 4| Type | Description | # of Processors |@ [ Add. J loads
cache-coni
Content-L¢ 2| o
Host: loci : essors
Remove
A Add Payload X
Type lSlrmgs \']

Contents: | 1234
1235
136
324244
345
23423

/] Remave
—

Cancel Add || |

[ Cancel ][ Reset ][ Start Fuzzer J
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Demo

e |nsomnia send request through proxy
e Replay

e Use Fuzzer
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Exercises:

e send requests through proxy
e replay amended requests
e use fuzzer to experiment

e see expanded Exercises in Exercises section
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Section - Exercise Time

e Time to experiment

e Explore the HTTP Verbs etc. mention
e Use the tools mentioned

e Test the webservices mentioned

e Explore the exercises in the exercises section
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SECTION - AUTOMATING
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Overview of Section -Automating

e Automating

e REST Listicator Example Automating code
e Abstraction Layers

e REST Assured

e Resources to learn from
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Why Automate?

e repeatability

* speed

e data coverage

e deployment validation

e support exploratory testing
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How?

e Postman?

e HTTP Libraries?
e REST Libraries?

e Which language?

e Other tools?
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Examples Using Java and REST Assured

e https://github.com/rest-assured/rest-assured

e Java/Groovy library
e HTTP Abstraction
e Marshalling - Serialization/Deserialization

e Assertions

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017 168


https://github.com/rest-assured/rest-assured

Basic GET Request

@Test
public void canCheckThatServerIsRunning(){

RestListicatorServer server =
new RestListicatorServer("localhost",4567);

RestAssured.
get(server.getHTTPHost() + "/heartbeat").
then().assertThat().
statusCode(200);
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Payload Objects

@XmlRootElement(name="1ist")
public class ListPayload {

private String title;
private String guid;
private String description;

public String getGuid() {
return guid;
}

public void setGuid(String guid) {
this.guid = guid;
}
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REST Assured

e uses the content-type header to (de)serialize to JSON or XML

contentType("application/xml")

contentType("application/json")
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Marshalling / Serializing

public Response createList(ApiUser user, ListPayload list) {
return RestAssured.

given().
contentType(contentType).
accept(accept).
auth().preemptive().
basic(user.getUsername(), user.getPassword()).
body(1list).

when().

post(server.getHTTPHost() + "/lists").
andReturn();
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Code Walkthrough of REST Listicator
Automating Examples

e https://github.com/eviltester/rest-listicator-automating-
examples

e code built to show refactoring steps e.g. ListCreationTest
e refactor to abstraction layers

e payload objects could be public fields but that is more
vulnerable to app changes
o xml & json annotations

e api method naming ( createList ) - would be better as
postList - why?
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Code Walkthrough of REST Listicator
Automating Examples

e static api vs instantiated api e.g. ListicatorAPI singleton
o readability vs flexibility

e Abstractions can restrict coverage as well as aid it
o review abstractions to see what is not, and can not be
tested with that abstraction code
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Resources to learn from Mark
Winteringham

http://www.mwtestconsultancy.co.uk/

Mark Winteringham has some useful study material on REST and
automating Web Services.

e https://github.com/mwinteringham/api-framework
o code in different languages and frameworks
demonstrating REST APl automated execution

e https://github.com/mwinteringham/restful-booker
o Test Web API

o live at https://restful-booker.herokuapp.com/

e https://github.com/mwinteringham/presentations
o Mark's REST Presentations
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Bas Dijkstra & James Willett

Resources to learn from Bas Dijkstra

e http://www.ontestautomation.com/open-source-workshops/
o API REST Assured Code and slides

e http://www.ontestautomation.com/category/api-testing/
o Bas's Blog posts on API Testing

Resources to learn from James Willett

e https://james-willett.com/tag/rest-assured/
o blog posts on REST Assured
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Resources to learn from Alan Richardson

Github code samples using REST Assured

e https://github.com/eviltester/rest-listicator-automating-
examples

e https://github.com/eviltester/tracksrestcasestudy
e https://github.com/eviltester/libraryexamples

Automating and Testing a REST API

e support page (videos) -
https://www.compendiumdev.co.uk/page/tracksrestsupport

e book - https://compendiumdev.co.uk/pag/tracksrestapibook
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Exercises

e read the resources and learn more about automation and REST
Assured

e if you have JDK and Java IDE then download the source for
REST Listicator Automating Examples

e run the tests

e add more tests to cover the REST Listicator documentation e.qg.
users, api keys for authentication, post multiple lists, url
parameters etc.

e refactor code as you go to build abstraction layers

e rename existing api methods to match verbs rather than logic

e see exercises section for more ideas
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Section - Exercise Time

e Time to experiment

e Explore the HTTP Verbs etc. mention
e Use the tools mentioned

e Test the webservices mentioned

e Explore the exercises in the exercises section
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Section - Exercise Time

e Time to experiment

e Explore the HTTP Verbs etc. mention
e Use the tools mentioned

e Test the webservices mentioned

e Explore the exercises in the exercises section
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SECTION - SUMMARY with Q & A
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Overview of Section - SUMMARY with Q
& A

e Any Questions?

e Slide based summary of content
e Final Q&A

e Continue to Experiment
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Technology

e |earn HTTP Standards

e You can base your 'bugs' on Standards
o HTTP Message Syntax and Routing RFC 7230

e |earn the common VERBS: GET, POST, DELETE, PUT
e Read the REST Dissertation
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Tools - Clients

e Different tools have different capabilites

e Experiment with multiple tools

e Postman: Collections for Data Creation, Console
e |nsomnia: Import, Timeline, Proxies

e |Import/Export between Tools
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Tools - Proxies

e Often used for Security Testing

e Fuzzers create data

e Automatically keep a record of your testing
e View actual requests and responses

e Replay requests
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Tools

e Clients
o Postman

o lnsomnia
o cURL

e Proxies
o System
= Fiddler

= Charles

o Other
= BurpSuite

= Owasp Zap
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Automating

e HTTP libraries
e REST libraries
e Domain Abstractions

e Reuse for performance testing

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017 187



Testing

e Requirements - domain, documentation, sdk
e Standards - HTTP, REST, Auth

e Security

e Capacity

e |nterfacing Systems
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Q&A
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BIO - Alan Richardson

Alan Richardson has more than twenty years of professional IT
experience, working as a programmer and at every level of the
testing hierarchy from tester through head of testing. He has
performed keynote speeches and tutorials at conferences
worldwide. Author of multiple books on testing and automating.
Alan also has created online training courses to help people learn
Technical Web Testing and Selenium WebDriver with Java. He works
as an independent consultant, helping companies improve their use
of automation, agile, and exploratory technical testing.
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Alan Richardson (www)

o www.compendiumdev.co.uk
e www.eviltester.com

e www.seleniumsimplified.com
e www.javafortesters.com

e uk.linkedin.com/in/eviltester

e testerhg.com - Aggregated Feed
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Follow

e Linkedin - uk.linkedin.com/in/eviltester

o Twitter - twitter.com/eviltester

e |nstagram - instagram.com/eviltester

e Facebook - facebook.com/eviltester

e Youtube - youtube.com/user/EviltesterVideos
e Pinterest - uk.pinterest.com/eviltester

e Github - github.com/eviltester

e Slideshare - slideshare.net/eviltester
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Books Written By Alan Richardson

e Java For Testers
e Dear Evil Tester

e Automating and Testing a REST API

e Selenium Simplified
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Online Training Courses By Alan
Richardson

e Selenium Webdriver With Java
e Technical Web Testing 101
e Evil Tester Talks: Technical Testing

e (Case Study: Java Desktop Application Technical Training
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Section - Exercises

There are exercises dotted throughout the slides but this section
has the long form exercises that you can work through at your own
pace in the exercise sections and after the tutorial when you want
to continue working.

The exercises are ordered to basically match the tutorial structure,
but feel free to do then in any order - skip the early exercises if you
are more experienced. There is enough here for people of any level
of experience.
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Exercises for SECTION - HTTP BASICS
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Exercise: View Browser Requests in Dev
Tools Network Tab

Aims:
e | earn to use the Dev Tool in Web Browsers to view traffic.

e View the HTTP requests and HTTP responses

e ook up any headers or information that you don't understand
via web search

e Suggested sites: Twitter, Instagram, Gmail, Ebay

e |dentify more sites

Use this as an ongoing exercise during personal and work day to
learn dev tools and HTTP
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Exercises for SECTION - WEB API BASICS
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Exercise: Install an HTTP GUI Client

Aims: install and use an HTTP REST GUI Client
Install either:

e Postman GetPostman.com

® |[nsomnia insomnia.rest
Call a 'mock' webservice

o GET http://compendiumdev.co.uk/apps/api/mock/heartbeat
o GET https://swapi.co/api/people/1
e GET http://jsonplaceholder.typicode.com/users/1/todos

see swapi.co, jsonplaceholder.typicode.com
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Exercise: Use Swapi.co Web Application
which uses API

Aims: explore a public APl example

https://swapi.co
make a request from the GUI, use network tab to view requests
read the https://swapi.co/documentation

use an HTTP client to issue requests e.g. Postman, cURL,
Insomnia.rest

try to generate different HTTP Status codes: 200, 400, 404, 405

experiment with different HTTP Verbs: GET, POST, OPTIONS,
HEAD
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Exercise: Explore HTTP Verbs with
JsonPlaceHolder MOCK Web Service

Web service does not 'persist' data, but will reflect back changes in
response e.g. a POST will not amend data on server, but the
response will show you what would have happened if it had.

Using: jsonplaceholder.typicode.com

e Experiment with the Resources, and Routes. (see next slide for
more hints)
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Exercise: Use JsonPlaceHolder MOCK
Web Service for GET requests

e GET all posts /posts
e GET a single post /posts/1
e GET comments for a post /posts/1/comments

e GET comments for a post using Query string /comments?
postid=1

e Experiment with the Resources, and Routes listed on
Jjsonplaceholder.typicode.com

For all parameterised queries - try others e.g. amend 1 to
something else
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Exercise: Use JsonPlaceHolder MOCK
Web Service for POST, PUT, DELETE

requests

e use POST to create a post /posts (hint, use GET to find
format, don't add an 'id")

e use POST to amend a post /posts (hint, add an id)
e DELETE a single post /posts/1

e create a post with PUT /posts/1
Any bugs when you use the above?

Experiment - any bugs?
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Exercise: Use examples file for
JsonPlaceHolder

e |[nsomnia.rest Workspace

o import /exercises/insomnia/workspaces the

'jsonplaceholder...' file
e Postman Collection

o import /exercises/postman/collections the
'jsonplaceholder...' file

o import shared collection from

o https://www.getpostman.com/collections/2c7270ffbd075f
03e33d
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Exercises for SECTION - HTTP REQUESTS
AND RESPONSES
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Exercise: Install Test Java REST API - REST
Listicator

e http://compendiumdev.co.uk/downloads/apps/restlisticator

o /v1/rest-list-system.jar

o /v1/documentation.html
e read the documentation

e download the .jar file
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Exercise: Run Test Java REST API - REST
Listicator

e in the directory you downloaded it to type:

O java -jar rest-list-system.jar

>java -jar rest-list-system.jar

User : superadmin - ea382383-e888-4e7c-b569-5c0fdc6b91d2

User : admin - 96244a45-e0c5-40e7-ac3f-2351ab5f7947

User : user - 08e7f6f5-c111-401b-9366-bd86fc755d1lb
SLF4J:Failed to load class"org.slf4j.impl.StaticLoggerBinder"
SLF4]: Defaulting to no-operation (NOP) logger implementation
SLF4]: See http://www.slf4j.org/codes.html#StaticLoggerBinder
for further details.

Running on 4567
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Exercise: Check app is running

e Open http://localhost:4567 in browser
Should see the documentation

e GET localhost:4567/heartbeat
Should return 200
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Exercise: Read the documentation and
iIssue GET requests

e GET the list of users

e GET the list of Lists

e Change Accept header to GET list in XML and in JSON

e What happens if you GET /logs ? Is that response correct?
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Exercise: Use parameters to filter User
list

e GET '/users' lists some filters that can be applied to username
e Search for partial match on "r"
e Search for users with "admin" in their username

e Search for users with an absolute name e.g. user
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Exercise: Read the HTTP standard
documentation to learn about verbs

HTTP Verbs are described in the W3c Standard and IETF standard

Standard

o GET
e POST
o DELETE

When you test or use the system - does your observation match
the standards?

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017 211


https://www.w3.org/Protocols/rfc2616/rfc2616-sec9.html
https://tools.ietf.org/html/rfc7231
https://tools.ietf.org/html/rfc7231#section-4.3.1
https://tools.ietf.org/html/rfc7231#section-4.3.3
https://tools.ietf.org/html/rfc7231#section-4.3.5

Exercise: Basic Auth Header

e Postman 'Authorization’ tab

e |[nsomnia ‘Auth’ tab

e GET /users/admin when authenticated as user:password

e GET /users/admin when authenticated as admin:password
Did you see a difference?

Some functions require admin privileges later.
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Exercise: Use POST to Create a List

e default user password is password

e minimum information for a list is title e.g. {title:"this is
a title"}

e Basic Auth required for a POST request to /lists

How do you know it created the list?
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Exercise: Use DELETE to Delete a list

e DELETE a 'list' that you created using the guid

hint: user cannot delete
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Exercise: Use POST to Amend a List

e default user password is password

e minimum information for a listis title e.g. {title:"this is
a title"}

e Basic Auth required for a POST requestto /lists/{guid}

How do you know it amended the list?

Can you amend all the fields? title, description, guid,

createdDate , amendedDate
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Exercise: Status Codes

Send requests to deliberately trigger the following status codes:

200

201

204

400

401

403

404

405

409

OK

Created

No Content

Bad Request
Unauthorized
Forbidden

Not Found

Method Not Allowed

Conflict

Bonus points for a 5xx error e.q. 500
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Exercise: Explore the documentation and

test the basics

read the documentation
create more lists

amend lists

delete lists

switch between users
create and amend users
test the GET, POST, DELETE

test the access permissions

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017

217



Exercise: Explore Postman

e create a collection

e use environment variables e.g. {{host}} instead of
localhost:4567

e share a collection

e download the exercise_data_files.zip from workshop page
o import the shared collection for RestListicator

o import the shared collection for JsonPlaceHolder
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Exercise: Explore Insomnia

e create a workspace
e use environment variables e.g. {'host':'localhost:4567"}

e download the exercise_data_files.zip from workshop page
o import the shared collection for RestListicator

o import the shared collection for JsonPlaceHolder
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Exercises for SECTION - MORE HTTP
REQUESTS AND RESPONSES
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Exercise: Use OPTIONS to explore
capabilities of /lists

e OPTIONS

hint: check the headers
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https://tools.ietf.org/html/rfc7231#section-4.3.7

Exercise: PUT

e Use PUT to create a new 'list'

e Use PUT to amend a list

e Does PUT work with multiple lists?
e Does PUT work with users?

e Test the PUT end points with different payloads
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Exercises for SECTION - REST API BASICS
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Exercises: HEAD

e HEAD
o does HEAD implementation match the standard?

© compare HEAD to GET is it the same information?
o which parts of the APl respond to HEAD ?

o does the documentation match the implementation?
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https://tools.ietf.org/html/rfc7231#section-4.3.2

Exercises: PATCH

e PATCH is implemented just like post
o does it comply with the JSON Merge Patch standard?

e The implementation does not comply with the JavaScript
Object Notation (JSON) Patch standard
o read the JSON Patch standard

e The implementation does not comply wiht the XML Patch
Operations standard
o read the XML Patch Standard
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https://tools.ietf.org/html/rfc5789
https://tools.ietf.org/html/rfc7396
https://tools.ietf.org/html/rfc6902
https://tools.ietf.org/html/rfc5261

Exercise: Create a bunch of lists using
Postman Collection Runner

e create a new collection with single request to create a list e.g.
o POST http://localhost: 4567

o Basic HTTP Authentication for admin:password

o body {title:"{{title}}"}

Then create csv file:

title
a title
another title

User the Collection \ Runner to run the collection with the data
file
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http://localhost:4567/

Exercises for SECTION - TESTING WEB
SERVICES
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Exercise: Think through the Testing of
the REST API

e Risks? Architecture?, Database?, Capacity (load, multiuser)?
e Functionality? are requirements met?
e Data? what data do you have to explore in the requests?

e Request Capabilities? e,g, verbs, formats, headers, etc.
° ?
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Exercise: Start REST Listicator Web
Service with Bugs Enabled

java -jar rest-list-system.jar -bugfixes=false

e The system has been coded with some known bugs
e these are all fixed by default.
e start with -bugfixes=false to have known bugs

e See if you can find them
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Exercises for SECTION - PROXIES
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Exercise: Use Insomnia through a Proxy

e Start proxy

e |dentify Listening Port of proxy

e Application \ Preferences

e [x] Enable Proxy

e type proxy details into HTTP Proxy field e.g. localhost:8888
e use Insomnia and see requests in Proxy

e replay requests from Proxy
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Exercise: Use Postman through a System
Proxy

e on Windows - Charles or Fiddler
e on Mac - Charles

e start proxy

e start Postman

* in Postman File \ Settings \ Proxy ensure 'User System
Proxy' is ‘on'
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Exercise: Use Postman through a non-
system proxy

For full details see blog post

e Mac (type it all on one line):

open /Applications/Postman.app --args
--proxy-server=_Localhost: 8888

e \Windows:

cd C:\Users\Alan\AppData\Local\Postman\app-4.9.3\
postman.exe --proxy-server=localhost:8888
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http://blog.eviltester.com/2016/12/how-to-configure-postman-native-client.html

Exercise: Create/Amend Data with Proxy
Fuzzers

e use the proxy to create lists test data
e use the proxy to create users
o experiment with other requests

o experiment with different proxies and fuzzer payloads
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Exercises for SECTION - AUTOMATING -
review resources

e read the resources and learn more about automating and REST
Assured
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Exercises for SECTION - AUTOMATING -
run the tests

e download the code from GitHub for REST Listicator
Automating Examples

e you need a JAVA SDK to run the tests
e |oad the code into IntelliJ

e run the tests
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https://github.com/eviltester/rest-listicator-automating-examples

Exercises for SECTION - AUTOMATING -
review the code

e read and understand the tests and abstraction layer

e review the tests for coverage
o what is missing?

e what does the abstraction layer prevent you from doing?
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Exercises for SECTION - AUTOMATING -
expand the tests

e add more tests to cover the REST Listicator documentation
o e.g. users, api keys for authentication, post multiple lists,
url parameters etc.

e refactor code as you go to build abstraction layers

e rename existing api methods to match verbs rather than logic
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Section - TEST THE APIS

e run through the exercises you haven't done
e explore the REST Listicator with further test ideas

e explore the capabilities of the tools - Postman, Insomnia,
Proxies

e see next section for more exercise ideas
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Exercises for SECTION - HOUR OF
POWER Exercise suggestions

use the REST Listicator in buggy mode

compare results with REST Listicator in non-buggy mode
can you test against the documentation?

can you create users?

can you create multiple users?

can you create multiple lists?

can you amend lists?
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More Exercises for SECTION - HOUR OF

POWER Exercise suggestions

can you delete lists?

can you filter lists?

can you filter fields on /1ist and /user ?
can you amend a user?

can you amend your own user details?
explore tool capabilities

feed through proxies
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Additional and Advanced Exercises
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Exercise: Explore RESTful Booker

RESTful Booker written by Mark Winteringham
e Read the Documentation
o restful-booker.herokuapp.com

e Test/Explore the application using Postman/Insomnia/Proxies

* Read the Code
o github.com/mwinteringham/restful-booker
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https://restful-booker.herokuapp.com/
https://github.com/mwinteringham/restful-booker

Exercise: Install and use cURL

e download using the wizard

e read the docs

e repeat JsonPlaceHolder exercises using cURL
e export cURL from Postman and Insomnia

e use cURL to GET normal web pages
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https://curl.haxx.se/dlwiz/
https://curl.haxx.se/docs/

Exercise: Use cURL Requests in Postman
and Insomnia

Postman:

e click import, then "Paste Raw Text" then paste in a cURL
command

Insomnia:

e copy and paste a cURL command into the URL field
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Public WebServices to experiment with

Most public APIs are going to be GET requests.
Lists of APlIs:

® any-apl.com

e github.com/toddmotto/public-apis
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https://any-api.com/
https://github.com/toddmotto/public-apis

Mock Web Servers to use for
experimenting

e Read the docs for the mock web server

e Send through requests and call the server, does it work as
expected?

https://jsonplaceholder.typicode.com/
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https://jsonplaceholder.typicode.com/

Experiment with Swapi.co

e http://swapi.co: GET, HEAD and OPTIONS only
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http://swapi.co/
http://swapi.co/

Performance Testing

e How would you performance test the API?
e JMeter? Gatling?
e Can you performance test the web service?

e Make sure you use an isolated/local environment to test on
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Suggested Applications to Test

e Tracks
o Download a VM from Turnkey and test the Tracks API

@EvilTester | http://compendiumdev.co.uk/page/atFistbTute2017 250


http://www.getontracks.org/
https://www.turnkeylinux.org/tracks

